Email Encryption Frequently Asked Questions

Cig

Introduction

Purpose

The Corporate Security Office provides this set of Frequently Asked Questions (FAQ) to address
commonly asked questions regarding encrypting outgoing email, receiving/viewing encrypted email, and
general security awareness.

Scope
This document applies to CTG North America.

Frequently Asked Questions

Why did | get an encrypted email?

What do | do if | received an email stating that "This is a secure message"?
What if I've never received an encrypted email before to this email account?
How do | view the encrypted message?

How do | register to be able to view the message?

What if | think I've registered before, but have forgotten my password?

Can | reply to the email?

If | reply, will my attachments be encrypted?

| still have questions or having an issue with the encrypted email.
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Answers
1. Why did | get an encrypted email?

CTG has systems in place to help protect confidential or sensitive information from being disclosed or
viewed except by the intended email recipient(s). These systems will encrypt emails containing
information such as personal identifiable information (PII), financial information including credit card
numbers, United States HIPAA or patient/personal health-related information, and information relating
to CTG financial systems, records, or information. In addition, CTG personnel have the ability to
optionally encrypt information that they deem is of a sensitive or confidential nature, prior to sending it
to CTG's customers, clients, and third parties.

2. What do I do if | received an email stating that "This is a secure message"?

If you receive an encrypted message from CTG, you must log into the Proofpoint Encryption™
Service in order to view the message. If you have registered before, follow the instruction in "How do |
view the encrypted message?" If you have not registered before with this email address, see "How do
| register to be able to view the message?"

3. What if I've never received an encrypted email before to this email account?

If you've never received an encrypted email before to your email account and registered your email
with the Proofpoint Encryption™ Service, OR you have registered with the Proofpoint Encryption™
Service in the past, but with a different email account, you will need to register this email account with
the Proofpoint Encryption™ Service. See "How do | register to be able to view the message?"
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4. How do | view the encrypted message?

To open and view an encrypted email you have received open the attachment or click the link. ltis
safe to open the file or click the link for messages coming from the Proofpoint Encryption™ Service.

75| SecureMessageAtt.html
24 KB

Reliability
4 Matters

This is a secure message.

Click here by 2017-07-15 09:46 EDT to read your message.
After that, open the attachment.

More Info

If you open the file, you will receive a confirmation message.

Opening Mail Attachment 3|
|e You should only open attachments from a trustworthy source.
Attachment: SecureMessageAtt.html from Fwd: Test Mail - #

1 - Message (HTML)

Would you like to open the file or save it to your computer?

vl e

[¥] Always ask before opening this type of file

Either opening the file or clicking the link will open your default browser to a Proofpoint Encryption™
Service Page. Click the button to read the message.

gasec-email-encryption-fag.docx 2 Version 1.4 (February 4, 2019)
Copyright ©2019 Computer Task Group, Inc. All rights reserved.



Email Encryption and Security Frequently Asked Questions

(® 74 reioiy
d Matters

Click to read message

If you do not see a button or clicking the button yields no action, please
click the link in the message.

More Info

Disclaimer: This em
se of the addre

| '"—'_x— i
é- e | E https://securemail.c. ,O > 8 o H gl Here is the Document X| | @ ﬁ @
Logout
Reliability
d Matters
Reply ReplyAll Forward m
Here is the Document Digital Signature is VALID %

From: john.doe@ctg.com

To: john.doe@ctg.com

Cc:

Sent:  7/13/2017 9:46:14 AM
Attachments: #] document1.docx

Have a wonderful day!

The information transmitted is intended only for the person or entity to which
it is addressed and may contain confidential and/or privileged material. Any
review, retransmission, dissemination or other use of, or taking of any action
in reliance upon, this information by persons or entities other than the
intended recipient is prohibited. If you are not the intended recipient of this
message, please contact the sender and delete this material from this computer.

Powered by Proofpoint Encryption™
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5. How do I register to be able to view the message? You will need to fill out the online registration

form.

961 B hitps://securem... P~ 8 (] ” E3| Encrypted Email Registration % ‘ ‘

Reliability
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Registration

Password Policy x

@ Passwords must be 8-25 characters long.

@ At least one digit (0-9) is required.

@ At least one symbol character is required.

@ Both uppercase and lowercase characters are required.
@ Your username may not appear in the password.

Create your account to read secure email.

Email Address: john.doe@ctg.com
First Name: John

Last Name: Doe

Password: eccccccccce

Confirm Password: ¢eeeeessesee

D)

Powered by Proofpoint Encryption™

After you fill out the form, you should immediately be able to view the message. You will only need to

register once per email address.

6. What if | think I've registered before, but have forgotten my password?
If you forgot your password, click on the “forgot password” link at the login screen and follow the
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Matiers
Login

Log i 10 read your secure message.

john.doe@ctg.com

Forgot Password

Powered by Proofpoint Encryption™

instructions (CTG does not manage nor have access to these passwords).

I I 1
eu )| B ntps/secur. 0« @ G | B Password Reset Reques..

== o =)
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Password Reset Request Sent

A password reset message was sent to your email
address, Please click the link in that message to reset
your password.

If you do not receive the password reset message

within a few moments, please check your spam folder
or other filtering tools.

Powered by Proofpoint Encryption™
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7. Can | reply to the email or forward it to someone else?

If you choose to reply back to an encrypted email, that email will also be encrypted. You can forward
the encrypted message from within the Proofpoint portal as long as the recipient has a ctg.com or
ctghs.com email address. Attempts to forward the message outside of CTG will fail. Please use
discretion when forwarding confidential or sensitive information even when the information is
encrypted.

8. If Ireply, will my attachments be encrypted?

If you reply to the CTG originator of the encrypted email, both the message and any attachments will
be encrypted.

9. | still have questions or having an issue with the encrypted email. Contact the CTG Helpdesk at
helpdesk@ctg.com or 1 800-544-9071.
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